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Cnaiin 1.

KUBEPBE3ONACHOCTb

N NPOPUNAKTUKA
KHUBEPTMPECTYNHOCTU

EauHbii geHb
MHDOPMUPOBaHWA HACENEHKUA

Hosbpe 2025 .

DNEKTPOHHBIE CEPBHUCHI, WHTEPHET-OAHKWUHT, ynajieHHas paboTa u
yue0a, OHJIaifH-PETUCTPAIINH, MHTEPHET-Mara3uHbl © MapKETIUIIHCHI — BCE 3TO
HACTOJIbKO TPOYHO BOIIJIO B HANIy TOBCEIHEBHOCTh, YTO WHOTJA TPYIHO
MOBEPUTH, KaK XKUJIM Oe3 3Toro paspiie. Yem Ooubliie MorpykaeMcs B MUP
MH(POPMAITMOHHO-KOMMYHHUKAIIMOHHBIX TEXHOJOTHN (daree — HUKT), TeMm
00JIbIIIE CTAHOBUMCS YSI3BUMEE.

KubepaTtaku Ha MHPOPMAIIMOHHYIO CTPYKTYPY — 3TO OJTHA U3 CAMBIX
3HAYUTEIbHBIX U MMOCTOSHHO PACTYIIUX YIPO3 JUIsl I100aIbHON 6€301MacHOCTH
B XXI Beke. Ha ¢done Bceobmieli mudpoBusanuu 3ta npodiaemMa He MPOCTO
HapacTaeT, a 3BOJIOLUOHUPYET, Ha YTO BIUSET IIMPOKOE HCIIOIb30BAHUE
UCKYCCTBEHHOI'O MHTEIUJIEKTA (danee — HMHM), Tak Kak 3J0YMBILUICHHUKA
HAYMHAIOT HCIOJB30BaTh €ro JUid Cco3JaHusi Oojee  HM30IIPEHHBIX
BpPEJOHOCHBIX MPOrpaMM, aBTOMATHU3AIMH aTaK U aHAJIN3a YSI3BUMOCTE.

KubepaTaku npeBpaTUinCh U3 IpoOJIeMbl TEXHUYECKUX CHEIIUAINCTOB
B OJ/IHY U3 TJIABHBIX CTPATETUUYECKUX YIPO3 HAI[MOHAIBHOM, SJKOHOMHUYECKON U
oOLIEeCTBEHHOW 0€30MacHOCTH JII0O0H CTpaHBbI.

[To pe3ympTaTaM HCCIEIOBaHHWsA, MPOBEACHHOTO B MPOIIOM TOIY,
benapyce Haxonutces Ha 3-M mecte B peiitunre ctpad CHI', koTopble vae
BCETO MOABEPTAIOTCS KHOepaTaKaMm.



Kaxnas nsaras araka B benapycu nmpuxoauTcst Ha roccekrop (22%,). Ha
BTOPOM MecTe — cdepa MPOMBIIUICHHOCTU (14%), a Ha TPEThell CTPOUKE —
¢bunaHcoBast otpaciab (1/%). MHOro artak TakKe HalleJIeHbl Ha CEKTOp
TeJIeKOMMYHHUKaIi, chepbl Hayku U o0Opa3zoBaHus (8%).

Kaxnas  Bropas  kubeparaka (57%) TNOpUBOAUT K  yTEUKe
KOH(QUACHIIMATBHBIX JaHHBIX. Pexke OHM HapyIIatOT OCHOBHYIO JI€SITEIbHOCTD
(16%) wnu HecyT mpsiMble (DUHAHCOBBIE TOTEpH (8%). bonee momoBUHBI
YKPAJECHHBIX CBEJICHUI COCTABIISIIOT IEPCOHANBHBIE JAHHBIE U KOMMEpUYECKas
TaifHa. AKTyaJbHOW MPOOJIEMONW OCTaeTcCs Kpaka JeHer C OaHKOBCKUX
KapTOUYEK U AJIEKTPOHHBIX KOLIEIBKOB.

Cnaiin 2.

POCT KMBEPATAK B BENAPYCH

. Moavuma Benapyck: 3-2 mecto 8 CHE no
HOAMYECTRY HHGESDATAR
[l ©CHOBHBIE LIENM ATAK:
Foccewrap — 22%
MpombiwaeHHocTs — 14%
QrvHaroe — 11%
Il NOCNEACTEMA:
YTeuka gaHHpIx — 57% cnyyaes

Hapywenme pagorn — 16%
HHAHCOREIR NOTERW — 53

CornacHo gnaHHbiM 3a 2024 roa, Hama pecnyOjguka IO YPOBHIO
kuoepoesonacHocTy 3ansuia 70-e Mecto u3 166 crpan B peittunre NSCI
(National Cyber Security Index, Hayuonanvhwiti unoexc kubepbezonacmocmiu),
YCTyHMB IO 3TOMY HHIeKkcy cpeau crpadn CHIT mums  Mongose,
AzepOaiimxany u Poccun.

PocT M yci10:kHeHHe MeT0/10B KHOepyrpo3 TpedyIoT olnepekariiero
U KOMILJIEKCHOI'0 PearupoBaHusl.

B Benapycu npuHAT psa CUCTEMHBIX Mep, U 00pp0a ¢ Kubepyrpozamu
BEJICTCS HAa HECKOJIbKMX YPOBHAX. Tak, HA rocy1apcTBEHHOM YPOBHE Y Ka30M
[Ipesunenta Pecnybmuku bemapyce Ne40 «O  xubepOe3omacHOCTHY
peanm3yercs KOMILIEKCHBIH MHOTOYPOBHEBbBIM MeXaHM3M
NPOTHBOJACHCTBUS KHOepaTakaM Ha TOCYJapCTBEHHbIE OpraHbl W
OpraHu3aly, KpUTHYECKYI0 HH(pOpManumoHHy0 uHGpacTpykTypy. Co3nan
HammonansHbIi 1IeHTp o0ecneueHns KubepOe30MacHOCTH U pearupoBaHus Ha
KUOCPUHIUJICHTBl (daree — Hayuonanvuvii yewmp Kubepbezonacnocmu).
HanaxxeHno MexayHapoIHOE COTPYIHUYECTBO B ATOU cepe.



Co3nmanbl  HEOOXOOWMMBIE  MPABOBBIE  YCIOBUS  JJIs  3alIUThI
MEPCOHANBHBIX JIaHHBIX W 0€30MacHOCTH JMYHOCTU M 00IlecTBa MpPU HX
ucrnoJyib3oBaHuu. 3akoH PecnyOnnku benapych «O 3amure mepcoHaJbHBIX
NAHHBIX», IPUHATHIN B 2021 roay, ycTaHaBIMBAET I'PAHULIBI, ONIPEACIISIIOLIME,
KaKylo WH(GOpMAIMIO O YEJOBEKE MOXHO COOUpaTh M PacIpOCTPAHSTH.
Bwmecte ¢ Tem, 4TOOBI 3a1IMTa NEPCOHANILHBIX JaHHBIX OblIa MO-HACTOSIIEMY
3G (HEeKTUBHOM, HYXKHBI OOIIKME YCHIUS — HE TOJBKO TrOCyJapcTBa, HO U
IPaK/JIaH.

[IpoTBOAEHCTBUE OCYIIECTBISIETCS U HA KOPIOPATHBHOM YPOBHe.
Opranuzanuu ¥ TNPEANPUITHS HHBECTUPYIOT B KHOepOE30macHOCTb H
o0y4eHue COTPYTHUKOB.

Jlns GoprOBI ¢ KuOEpyrpo3aMud Ha HHAUBUAYAJIBLHOM YPOBHE
TpeOyeTcss MOBBIIIEHUE ITU(PPOBOM TI'PAaMOTHOCTH HACEJICHHUs, COOJIIOJCHUE
AJIEMEHTAPHBIX MPaBUI IIU(PPOBON TUTUECHBI.

CoBpeMeHHBbIE acIeKThl KH0ep0e30MacHOCTH

Kubepnpecrymienus TPAHCHAIIMOHAJIbHBI, 3JI0YMBIIJIEHHUKN
HCIIOJIB3YIOT aHOHUMAU3EPBI (Cepsuchl, no38oaawujue CKpblmy JUdHble OaHHble
noavzoeamensi u obecneyums AHOHUMHOCMb 6 HHmepHeme) N HaxogiaTCdAd 3a
pyOeKOM, UTO KpaifHe 3aTPyIHSCT UX 3aJIepKaHue.

[To pmanneiM  CreactBeHHOTO KomHTeTa Pecmybnmuku benapychs,
otMmevaetcst yxon 6omnee 80% BeiMoratenbcTB U 60see 90% MOIIeHHUYECTB B
«OHJIAWH»-CXEMY, YeMy CIOCOOCTBYeT B TOM UHCJIE HH3KHH MPOIEHT
OCBEJIOMJICHHOCTH Tpa)KJaH O MPECTYNHBIX CXE€MaX, a TaKXe pa3BUTHE
CIIOCOOOB COBEPITICHUS TAKUX XUIICHUH.

Kaptuna pacnpocTtpaHeHHBIX BHJIOB KUOepnpecTyIuieHuid B benapycu
MOBTOPSIET TI00ATbHBIE TPEHABI, HO C AKIICHTOM Ha MECTHBIC TUIATE)KHBIC
CHUCTEMBI Y IPUBBIYKH HACEIECHUS.

[Io paHHBIM  TJIABHOTO  YIPABICHUS 1O  NPOTUBOJCHCTBUIO
KHOEpIpPeCcTyTHOCTH KPUMHUHAIBLHON MUIMIMKU MUHHCTEpCTBA BHYTPEHHHUX
nen Pecnyonuku benapyce, 3a 9 MecsueB Tekyiiero roja B bemapycu mo
CPaBHEHUIO C AaHAJIOTUYHBIM MEPUOJOM MPOIUIOrO0 TOJa KOJIUYECTBO
KHOepIpecTyIuieHU CHU3WIOCh noutu Ha 11% (3a 9 mecayes 2025 200a
3apezucmpuposaro bonee 13 moic. cnyuaes (13 420), mpems uz komopwix (4 121) —
6 2.Mumncke).

[To cratucTuke sKEHUWUHBI (65%) 4Yalle BCETO CTAHOBSITCS KEPTBAMU
MOIIIEHHUKOB, KOTOpPHIE BBIMAHMBAIOT JEHbIU MyTEM ICHUXOJIOTHYECKUX
MaHUMyJIAIUA 1o Tenedony (77,9%), KyIu-mpoJaku TOBApOB U OKa3aHUS
yciyr (65,6%), OnaroTBopuTenbHOCTH (100%). My:kuunbl (84,8%), Kak
MpPaBWIO, CTAHOBATCS  KEPTBAMU  MOILICHHUYECTBA, CBA3aHHOTO C
HCIIOJIb30BAHUEM CAUTOB 3HAKOMCTB.



NOPTPET HHEPTBbI MOLUEHHHUYECTBA

® HEHLLMHE
TenepoHHERE MOUEHHMEY — 77 9%
: ; ’ OBwan B odepe yomyr — 65 6%
. My bl
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Cnpaeouno:

Bo3pacmmuuie zpynnsl nomepnesuiux:

aou cmapuie 50 nem yawe cmarHo8amMcs Hepmeamu meieghoHHbIX
MoOwleHHUYecms,  0OMaHa,  008epyU8OCMU,  J1e2eHO0 O  NOMOWU
POOCMBEHHUKAM,

Mon00excy 00 30 nem ysa3euma om MOWEHHUYECKUX OUCTAHYUOHHBIX
coenok ¢ Heoguxcumocmvio (56,3%), ncesdo-uneecmuyuii 6 «OUpPHCU» U
«posviepuluieni unu axyuiy (65,4%);

auua cpeonezo eospacma (30—49 nem) — naubonee maccoeas epynna
cpeou  nomepnesuux om  HMKT-mowennuvecmea ¢  3aKknroyeHuem
2PaMNCOAHCKO-NPABOBHIX 002080p08 (33,1%).

be3pabomnvie u neyyawgueca uawje nonadaromces 8 UHEECMUYUOHHbIE
nosyuku (46,2%), umo modcem 66imv C8A3AHO € NOUCKOM UMU UCTNOUYHUKOS
00X00a Ul ygiedeHuem a3apmubiMu CXemMamu.

[To cmoco6aM coBepiieHUs1 MOIIIEHHUYECTBA YaIlle BCETO MPOUCXOIST
0T HMEHM [JO0/LKHOCTHBIX JHI (28,2%). Adepuctbl MNpeacTaBiIsiOTCs
COTPpYIHUKAMU MPABOOXPAHUTEIbHBIX OpraHoB (MB/[, CK, /[®P, KI'b) u
paboTHHKaMK OaHKOBCKHMX OpraHu3anuil. MOIIEHHUKH CTaJM 3BOHUTH OT
MMEHU PabOTHUKOB CIYy»KO Tras3a, BOJOKaHala, SHEProHaaA30pa, MOOUIBHBIX
OTIEPATOPOB CBSI3M MO/ MIPEAJIOTOM OKOHYAHUS CPOKA JOTOBOPA U MPEIIararoT
JUTSL €T0 TPOJUICHHS coo0muTh nudpoBoi koa u3 cMmc. [locie nepenaun xona
KEPTBE 3BOHUT COOONIHHWK MOIICHHUKA W YK€ IpeACTaBIsAeTCS
MPaBOOXpaHUTENIeM, 3allyTUBAET TEM, YTO YEJIOBEK Iepe/iall JIUUHbIC JaHHbIC
1 Ha ero uMs OyryT opopMIICHBI KpEAUThI. A 4TOOBI UX U30€KaTh Mpeaiaraet
0hOpMUTh BCTPEUHBIC KPEIUTHl M TMOJYyYCHHBIC JICHHI'M TIEPEBECTH Ha
yKa3aHHBIN CUYET WM OAaHKOBCKYIO KapTy.

[Ipu cxeme oOMaHa 0T UMEeHU PYKOBoauUTeel (Fake boss) (yupescoenuil
00pazosanus, 30PABOOXPAHEHUs,  KYIbMYpbl, Hnpeonpusmuti) MOIICHHUKHA
3alyTMBAIOT  MOJO3pEeHHEM B (DMHAHCUPOBAHUU  DKCTPEMUCTCKOMU
NeSATeTLHOCTH, MMPOBEACHUEM OOBICKA M U3BSITHEM JICHET, TAK)Ke MpeiaraioT



JaHHBIN (aKT JepkKaTh B TaltHE U MOOOIIATHCS C ONPEICICHHBIM COTPYIHUKOM
MIPABOOXPAHUTEIbHBIX OPraHOB, KOTOPBIN SKOOBI I COXPAHECHUS IEHEKHBIX
CPEJICTB IPEJIAracT «BPEMEHHO) MEPEBECTU JCHBI'M HA 3AIIUIICHHBINA CUET.

B teneponHOM pasroBope He JOBEPSIiTE HE3HAKOMBIM JIUIIAM, KEM ObI
OHU HE NPEIACTABUINCH, ECJIU BBl HE KJIETE TAKOTO 3BOHKA.

Tperp MoUIEHHUYECTB (27,6%) COBEPIIACTCS TI0J BUAOM MNPOAAKHU
ToBapoB B ceru Instagram wiam Telegram (uawe 6ceco mowennuxu
«npodaiom» asmos3anyacmu, caooevie Kaudeiu, HOB0200HUE eju, MOpéﬂpOOyKWIbl u
opyeue  mogapvl).  3NOYMBINUIEHHUKH  MPENJIAraloT  MOTCHIMAIbHBIM
MOKYTIATEISIM MEePEBECTH MPEIOTUIATY 3a TOBAp M OOCIIAIOT €ro BBICJIAThH I10
MOYTE WIM KYyphepoM, IMOCJE Yero OOIIEHHE MPEKpaIiaeTcs, U «KIHCHT»
OCTaETCsI HU C UEM.

Cnpaeouno:

Taxowce Hauboiee pacnpocmpaHenHble NPECHynHble CXeMbL:

360HKU om umenu oOanka, compyonuxka MB/], KI'b u unvix
20CY0apCcmeeHHbIX OP2AH08, K020a MOUWLEHHUK, UCNONb3YS MEeXHOI02UIO
NOOMeHbl HOMepd, 360HUN C HOMePA, NO0X0Jce20 HA OPUYUATLHLIL HOMED
banka u coobwaem o «n0OO3PUMENLHOU ONepayuu» ¢ Kapmotl, «DJI0KUposKe
cuemay unu «NonvimKe 6310May, a 015 «3aWUmbly UIU « OMMEHbl ONepayuLy
npocum cooowums CVV-k00, Oanuvie uz SMS-coobwenus c Kooom
NOOMBepHCOeHUsl, Napo.ib U3 UHMEPHeM-OaHKUHea Ulu nepesecmu 0eHbeU Ha
«bezonacHullly (Ha camom oeie NOOKOHMPOJIbHbIL MOUWEHHUKY) cuem,

Gumwiunzoevie SMS-coobuienus u nucoma, koecoa npuxooum SMS-
coobuenue unU INEKMPOHHOE NUCBMO C COOOUjeHueM o «OA0KUPOBKe
Kapmoly, «npobOieMe C HALO2OM», «8blucpbliie 8 Jlomepeey, KOmMopoe
CO0epIHCUM  CCOLIKY HA PUIMUHSOBbIL UHMEPHEem-pecypC (callm — KIOH),
KOMOPblil 8bl2NIA0UM KAK OQPUYUATbHYIL UHMEPHem-pecypc OaHKa, HAl02080U
UHCHEeKYUU UTU OPY2020 20CY0apPCMEEHHO20 0p2aHna, 20e mpebyemcs 66ecmu
JIO2UH, NApoab, OAHHLIE NIAMENCHLIX CPeOCms8, Nocle 6600a KOMmOpblX
cogepuiaemcs XuwjeHue,

MOUIEHHUYECMEA 8 COUUAIbHBIX CemaAX U meccenoxycepax («Vibery,
«WhatsApp», «Telegramy), kozoa 310yMbluLieHHUK 8371aMblAem AKKAYHM 8
coycemu unu cozoaem @euKosvlil, NOXONCULl HA He2o, nuuem ONUKUM
POOCMBEHHUKAM OM UMEHU 61adeibyd AaKKAYHMA, YMO CPOYHO HYHCHbI
0eHbeU HA «0YeHb BAJICHOe 0elo» (NONAl 6 CIONCHYIO CUmyayuio, Nonau 8
HTII u 0dp.), npocsi HUKOMY He 380HUMDb, AUOO AHANO2UYHASL NPeOdbloyuell
cxema, Ko20a MUUEeHb0 CIAHOBAMCS OPY3bs, A MOWEHHUK Om UMeHU Opyea
nuwem, 4mo 3acmpsi 3a cpaHuyel, y He20 YKpaaiu OeHbeu/O0KyMeHmbl, U
nPOCUM CPOUHO nepesecmu cpeocmad;

¢heiikosvle unmepHem-mazazunbl, K020a co30aemcs Kpacusblil catim-
OOHOCMPAHUYHUK UMW 2PYNNA 8 COYUANbHOU cemu  (3auyacmyr 8
«Hnucmazpamy), ¢ 02poOMHBIMU CKUOKAMU HA AKMYATbHBLU Y HACENeHUS MO08aAp
(mexnuxa «Apple», caodosas mebenv, HalysHble bOaccelinvl, OPEeHO0BAs
ooedxicoa u 0p.), a nocie npeodoniamsl Mmosap He NPUXooum, a caum uiu
2pynnul ucue3aiom, 1ubo coooujenus Hcepmewl 0anee USHOPUPYIOMC,

MOUWIEHHUYECMEA MO0 GUOOM 20CYOAPCMEEHHBIX OpP2AHO08, KO0204
Jrcepmee nocmynaem 360HOK OM UMeHU «Cyobuy, «compyonuxa MBIy,
«HA0206OUY ¢ MpeboBanUeM CPOUHO ONAAMUMb HeKULl (QUKMUBHbBII 00Je,
WmMpag uiu NOWLIUHY, YePOACASL APECMOM CYEemO8 Ul OpPYeUM HAKA3AHUEM,
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npoOCsAm YCMaHo8UmMsb NPUloNceHue 0Jisi YOareHHo20 00Cmyna (Hanpumep,
«AnyDesk» unu «TeamViewery) Onsi «nposepku cuemay, umo oaem um
NOJIHBI KOHMPOIb HAO YCMPOUCMBOM NOMEPNEGUIE0;

dunancosvie nupamudvl U UHEECMUUUOHHbBIE MOUIEHHUYECHEA,
maxkue KAk — NpeoslodCeHUsi  «BbICOKOOOXOOHBIX — UHBECMUYULY 8
KpUNmMogauomy, Oupdicu uiu cmapmansl ¢ 2ApaHMupOBAHHbLIM BblCOKUM
ooxooom. Ilpu smom ma nepgom smane mocym oOadxce BbINAAYUBAMb
HebonbUiUe NpoYyeHmbl, Yymoobl Nomepnesuiull 6Hec ewje DOIbULE OCHENCHBIX
cpeocms u npusen poOCmMEeHHUKO8, Opy3ell U 3HAKOMbIX, NOCe 4e20 NPOoeKm
3aKpwvleaemcs, a OeHedHCHble CPeOCmea NOXUWAIOMCSL,

6bIMO2AMENIbCIME0 HA UHMUMHOIU NOY6E («CEeKCMOpUIeH»), Ko20d
MOWEHHUK Yepe3 coycemu 3HaKOMUMCs C JHcepmeotl, 6mupaemcs 8 0osepue,
CKJIOHsAem K 00WeHUIO 8 8udeouame UHMUMHO20 XapaKkmepa uiu K Omnpaske
OMKPOBEHHBIX (hOMO, 3aNUCHIBAEn UOEO UIU Oelden CKPUHWOMbL, d 3amem
wanmascupyem.

Onacenust BBI3BIBAIOT HaOuWparolme O00OpOThl BbIMOIaTeJIbCTBA
(526 cnyuaes) ¢ WCHOJIB30BaHHEM HWH(OOPMAITMOHHO-KOMMYHHUKAITMOHHBIX
TEXHOJIOTUM: IMOTEPNEBIINX MO PA3JIMYHBIMU INPEAJIOTaMU BBIHYKIAIOT Ha
TU4HBIX ycTpoiicTBax [Phone BoliTu He B cBOIO yueTHY!0 3anuch. [locie Bxona
[Phone OGnokupyeTcsl Kak MOXUIIEHHBIA M CTAHOBUTCS HE MPUTOAHBIM. [[7s
Pa30JI0KUPOBKU 3JI0YMBIIIIIEHHUKH TPEOYIOT BBIKYII.

[IoaTOMYy HH B KOEM CiIydae HeJib3sl BXOAUTH HA CBOEM YCTPOiiCTBE B
YYKYI0 YYETHYI0 3alIMCh, BJIAJIEJIel] yUETHON 3alIMCH MOXKET 3a0JI0KUPOBAThH
YCTPOMCTBO.

Cnaiin 4.

BUAbI KUBEPNPECTYNNEHUMN,
COBEPLLAEMGIE B CTPAHE
- sECHRM OT waeHir Bansa, coTpynanea MBI, KB 1
WHB FOCYIANCTEEHHEY OPTAHOR
, %‘J diwitHrosse SMS-coobusHua 1 imiesma

MDILUEHHAHECTES B COUME ThHLI CETRE W
MEBCCEH = ERAN

MILUEHHWHECTEE TPW CHIaEH-NoHyNES L HE
NANGaLEax NG NEOQa=e TOEapos

felHCEne HHTEPHET-MaraanHLE

MCILEHHWHECTES O BW AR MO0 DCTEEHHEMN
CPrAHoE

lill-' HAHTDEME NWDaMWOL H WHEECTHWLMOHHE
MCILEHHWHECTES

@0 SN

BLANOrITERbCTED H3 WHTWMHGHA noges

Crnenyer OTMETHTb, YTO (PUIIMHT ¥ MOIIEHHUYECTBO ¢ 0AaHKOBCKMMHU
KapTaMM SBJISIOTCS CaMOW MacCOBOM KaTeropueil KuOepMOIIEHHUYECTBA B
Pecnyomnuke benapych.

[Ipu sTOM Hapsiny ¢ AaHHBIMU MPECTYNMHBIMU CXEMaMU MOILIEHHUKU
aKTUBHO HCHOJB3YIOT W Takod MeToj (UIIMHra, TMpU KOTOPOM
KOHQUACHIMATbHBIE  JaHHBIE  OCJMOPYCCKUX  TpaXkJaH  JIOOBIBAIOTCS



3JIOYMBIIIVICHHUKAMH  ITIOCPCACTBOM TCJ'I@(I)OHHBIX 3BOHKOB. JTOT BUJ
MOIICHHHNYCCTBA HA3bIBACTCA «BHIIMHID>.

Cumaiin 5. Buapeoposuk.

) A3BYKA
e

Cnpaeouno:

Buwunz — smo ycmuas paznosuonocmsv Quuiunea, npu KOmMopou
310V MbIUNEHHUKU NOCPEOCMEOM MeNehOHHOU CE5A3U, UCNONb3Y NpUeMbl,
MemoObl U MEXHONI02UYU NCUXONOSUYECKO20 MAHUNYIUPOBAHUS, NOO PA3HLIMU
npeoo2camu, UCKYCHO uzpas OnpeoenenHyto poib (KaKk npasuio, CompyoOHuKka
bOanKka, MexHUuecKko2o Cneyuaiucma u m.0.), BbIHYHCOAOM UYeni08eKd
coobuums UM Cc80U KOHPUOEHYUATbHbIEe OAHKOBCKUE UNU NePCOHATbHbIE
OaHHble TUOO CIMUMYTUPYIOM K COBEPULEHUIO ONpPeOesieHHbIX OeliCmeull co
Cc80UM DAHKOBCKUM CUEmOM Ul OAHKOBCKOU KAPMOU.

Ilo wmepe pasButus  MHPOPMANMOHHO-KOMMYHUKALUMOHHBIX
TEXHOJIOTHI  BO3PACTANT M  BO3MOKHOCTHM KHOEpHpecTyNHHKOB.
HekoTopble MOIIEHHUYECKHE CXEMBbl NOJYYMIIM HOBYIO >KM3HBb Ojarojaps
HCKYCCTBEHHOMY MHTEJIJIEKTY.

Pacter KOIMYECTBO Clly4yacB MOLICHHUYECTBA C UCIOJIB30BAaHUEM
TexHosorun Deepfakes — 3T0 co3gaHHbBIE MCKYCCTBEHHBIM HHTEILIEKTOM
rOJIOCOBBIE COOOUIEHUSI U BUACO3BOHKM OT SAKOOBI KOJUIET, Apy3ed u
POZICTBEHHUKOB, KaK IPaBUJI0, C MPOCHOOH O CPOYHOM JIEHEKHOM IIEPEBOAE U JIP.

[Ipu BuaE03BOHKE ClieyeT oOpaliaTh BHUMaHUE HA TaKUE JETalIU, KakK
HEYETKOE WM CMa3aHHOe M300pa’keHUe JIMIa TOBOPSIIEro, OTCYTCTBUE WIH
HEECTECTBEHHAsI MUMMKA JTULA.

[TomHMTE, 4TO COTPYAHUKU OAHKOB U MPAaBOOXPAHUTEIBHBIX OPTaHOB HE
3BOHAT 4Ye€pe3 MECCEHDKEpPhl C HCIIOJIb30BaHMEM BuueocBsa3u. Ilpu
COBEpPIUICHMH JICHEKHOI'0 IepeBoJa IMOJA BJIMAHHEM MOILICHHUKOB
HE00X0UMO He3aMeVIUTEJbLHO 00PATUTHCH B OPraHbl BHYTPEHHHUX /e
IUISL COXPAHEHUS IEHEKHBIX CPEJICTB.

Jlaxxe KOr1a UCKYCCTBEHHBIN NHTEJUIEKT UCIIOJIB3YETCs BO 011aro, HyKHO
ObITh OCTOPOKHBIM. Eciau paGOTHHMK OpraHu3anmuu AyMaeT, 4YTO 3arpy3uT
nokymMmeHT B 4aT GPT u oH Bce OBICTPO CAENAET, TO 3TO MPSIMOM My Th K yTEUKe



KOH(MHICHIIHATBHBIX TaHHBIX. JIOKYMEHTBI OTIIPABATCS Ha CEPBEPHI B IPYTOM
rocyJapcTBe, W 3aKOHBbI HAIICH CTpaHbl Y)KE€ HE MOTYT TrapaHTHPOBATh HX
0€30MaCHOCTb.

Cnaiin 6.

MCNONIb3OBAHMUE
MCKYCCTBEHHOTO MHTENJIEK

B UenesoR drwnnr Ges wmbon: h
NEPCOHINMIHPOEIHHBIE W TRDMMATAYECHK e it
PECCEARM, ofx0AAWMe MABHENR MapKep Yrpoasl . | [

B Mowennmuectao wepea Deepfake: 1
FeHEpaiMR BMOE0 W FON0Ca Y ROBONCTES 0N |

Il YH-Batel AAn COMANEHOR HHMEHEPHM: [
BEOEHHE OCMBICTEHHEY OHANONOE f1NA BEIMIHHESHHA.
HOHPHEEHUHANEHOE HHEDpMA3 UMK,

CIHBLMGHHDOBIHKA HESIKOHHBE DHHIHCOBbIR orﬁ%

IIpesupent beaapycu A.I'.Jlykamenko, Boictynas Ha III Mwunckoi
MEXIyHaAIPOHOM KOH(PEPEHIINH 0 €Bpa3uilcKoil 0€30MaHCOCTH, KaK OJHY U3
KJIFOUEBBIX 33Ja4 B LEJIOM OOO3HAYWJI HEOOXOAUMOCTb IMPUHATUS MEpP B
0o0JacT MCKYCCTBEHHOTO HHTeliekTa: «Heynpasensaemas zonka 6 Imoi
cghepe npespaujaem ezo u3 none3nozo pecypca 6 opyrcue. B nepcnexkmuee —
MaAcCco6020 NOPAIHCEHUA) .

Cnann 7.

(4

Heynpasnaeman zoHka & smoli
chepe npespawjaem ezo (npum. -
UckycomeeHHLId unmeanesm] U3
MonesIH02o pecypca & opyxiue.
B nepcnexmuse — mgccoeozo
nopaxceHun.

Mpesudanm Pecritiousn Baaomes A 1 Avkiiuerno,

M MurcrEas Mesdyaopodaen yodde e no
eapaapicked Gesommraocmu, 28 oumatos 2025 2,

CorpynHukamMu MuHUCTEPCTBA BHYTPEHHHMX Jesl UM HamuoHaibHOrO
O0anka PecnyOnukm benapyce NpHHHMarTCs Mepbl, HAllpaBJICHHbIEC Ha
0J10KkMpOBaHHMe MOLIeHHUYeckuXx onepauuii. B benapycu ¢ 1 mapra 2024 .
nevcteyer Yka3 Ilpe3sumenTa Ne 269, koTopwlii mpenocTaBisieT OaHKam
BO3MOYHOCTb ITPUOCTAHABIUBATh II0JI03PUTEIIbHBIE IEPEBOIBI U COBMECTHO C



IIPABOOXPAHUTENBHBIMU OpraHaMH paccieloBaThb WHIUACHTHL J{aHHBIHA
MEXaHU3M TO3BOJISIET  JOCTaTOYHO 3((EKTHUBHO  B3aUMOJACHCTBOBATH
rpaxkaHaMm ¢ OpraHaMH BHYTPEHHUX JEJl, @ UM, B CBOIO OUEPE/b, «B PEKUME
24 na 7» mepenaBaTh yKazaHHYI0 HHGOpMalHI0 OaHKOBCKOMY CEKTOPY M
1oJiydatb OT Hero 3(QexTuBHO U OBICTpO HHPOPMALMIO O JHUIAX WU
MHCTPYMEHTaX, KOTOphIE 3aeiiCTBOBAHbI B IPOTHUBONPABHON AESITEIHHOCTH.
W camoe rinaBHOE — mpeANpUHUMATh MEPhI, HApPaBICHHBIE HA COXpPAaHEHUE
y>Ke MOXUIICHHBIX JEHEKHBIX CPECTB Y IPAXKAaH U HEJOIyIIEHUS IepeBoia
UX Ha 3apyOe’KHBIE CUETa.

B cBs3m ¢ HEOOXOAMMOCTBIO 3allUThl OT MOIICHHUKOB OaHKU
YCTaHaBJIMBAIOT JMMHTHI MO CHATHUIO JeHeT B OaHKOMAaTax Ha TeppUTOPUU
bemapycu.

bBoppba ¢ asTUMH mpecTyIUieHUSIMH TpeOyeT He TOJIbKO OoJjee
COBEPILIEHHBIX TEXHOJIOTUW 3alUThl, HO U (PyHIAMEHTAIBHOTO MOBBIIICHUS
M pPOBOIl TPaMOTHOCTH HACENEHHS, TIOCKOJIbKY MMEHHO YEJIOBEK OCTaeTCs
HauOoJee yA3BUMbIM 3BEHOM B JIF000H crcTeMe 6€30MacHOCTH.

udpoBas rpaMOTHOCTHL HACEJICHUSA

Kub6ep0e30nacHOCTbL — 3TO OTBETCTBEHHOCTh Ka}KA0ro u3 Hac. OHa
HAYMHACTCS C TaKWX MPOCTHIX BEIEH, KaK BBHIOOP HAJEKHOTO MapOs IS
JOMAIITHEN AJIEKTPOHHOW MOYTHI. BaKHO MOMHUTH, UTO OAWH U TOT K€ MapOJIb
HEJIb3s UCTI0JIh30BaTh OJTHOBPEMEHHO JIJIsl pabodeil OUTHI, JJIsi pEeTUCTPallUN
Ha pa3JWYHBbIX CalTax U B MecceHmkepax. K cloBy, JIMUHbIE JaHHBIE Yallle
BCETO TOMAMAOT K 3JIOYMBINUICHHUKAM W3 0a3 JaHHBIX Mara3suHOB (Mol
ocmasisem hamunuio, UM u omuecmaeo, aopec u meieg)or npu pecucmpayuu OJis
noyYeHUst OOHYCHBIX ULU CKUOOUHBIX KAPM).

HeoOxonuma »snemeHTapHass uu@poBasi TUTMeHa, TPU KOTOPOi
co0/II0/IeHHEe TPOCTHIX NMPABWJI MOBEJACHUSI B CETH MO3BOJSET 3AIUTUTH
MepCOHAJIbHBIC JAHHBIE, PUHAHCHI U YCTPOICTBA OT KHOEPMOILIEHHUKOB.

Oco0y10 akTyaJbHOCTh TeMa IM(POBOM TUTHEHBI TPUOOPETAET B
OTHOWIEHUH MOAPACTAIOMIETO MOKOJEHHS. J[eTH CEeroiHsl HE TOJBKO aKTUBHO
00IIal0TCsT B MECCEHKEPaxX, HO U MOTPYKAIOTCS B MHUP OHJIAWH-UTD, T UX
Kpyr OOIlEeHUs pacimmpsieTcs 3a cueT He3HakomieB. Cpeau HHUX MOTYT
CKPBIBAThCS M KHOEPIPECTYITHUKH, CTPEMSIITUECS UCTIONh30BaTh peOeHKa s
noyyeHuss KoH(puaeHnuanbHo uHpopManuu. Heokpemnmas ncuxuka,
MOJIBEP’)KEHHOCTh BHYILICHUI0O W MAHUITYJUPOBAHUIO [IENIAIOT WX JETKOH
«J10OBIUEH» JJIS 3JI0YMBIIIJICHHUKOB.
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BE3ONACHOCTh AETEW B CETHU —
3TO HE 3ANPETHI, A JOBEPHE U NPABMNA

BrICTpAMBAMTE OTHPBITHIE OTHOWMEHWAL
2 3 BT AT

Wi FPanLy
HEHHEBE Can

be3onacHocTh AeTeil B ceTH — 3TO He MPOCTO 3aNpeThbl, a CO3AaHUe
3alMIIEHHONM cpeAbl U O0yuyeHHEe NMPABWIBLHOMY MOBeleHMID. B cembe
HEO0OXOIMMO BBICTPANBATh JOBEePHUTEIbHbIE OTHOLIEHHUS ¢ pedeHKkoM. JleTu
HE JIOJDKHBI UCKaTh TIOHUMAHUS Y HE3HAKOMIIEB B CETH, a OBITh YBEPEHBI, YTO
MOT'YT paccKa3aThb POJAUTESAM O JIFOOOM CTpaHHOMN MJIM HEMIPUATHOU CUTYaIlun
B ceTH 0e3 cTpaxa ObITh HaKa3aHHBIM.

BaxHOo 10roBOPUTHCS M YCTAHOBUTH YeTKHE MPABUJIA: KAKUE CANTHI
MO’KHO MOCEIIATh, CKOJIBKO BPEMEHU MTPOBOJAUTH OHJIANH, KAKUE MTPUIIOKECHUS
MOYKHO HCIIOJIb30BaTh.

Jliis mutagmmx AeTed peKOMEeHAYeTCsl CO3JaBaTh AKKAyHThl BMECTE U
3HaTh UX napoau. Mcnonb30BaHuEe CHEUATU3UPOBAHHOIO MPOTrPaAMMHOIO
o0ecreYeHUs1 POAUTEIbCKOr0 KOHTPOJISI TO3BOJIUT OTPAHUYHUBATh BPEMS 32
9KpaHOM, (PUITBTPOBATH KOHTEHT, OJIOKMPOBATH HEKEATEIHLHBIC CANTHI.

CyliecTByeT MHOXKECTBO MPECTYNHbIX CXeM, HCIOJIb3YEMBIX
KHOEpMOIIIEHHUKAaMU B OTHOIIEHMH HeCOBEPIIEHHOJIEeTHHX JIeTeil.

Cnaiig 9.

PACTIPOCTPAHEHHBIE CKEMb! KWBEPTIPECTYTNEHWIA NPOTUB AEI'Eﬁ
TpymEHE -

o BEEAATHE &S MO QapHE PefkoBbe SANPOCH OT £ Apyaeis

Lni: A B4 T 1 P B TR
CTDAHMLY A WS (T AR Hede
(B DA ST

CencrapiieH

L

Ugre igera s 0 8o peledat ©

TEIVECLLRED MDA EHH kL HHTHA HaE
L snareg arce

Ljasu: BocnosssomaTecn GosapEs B
BER B ATy AEHAH WEDS AEDMBH DT
AnsyT

Hube pSynanqr

LEE v St AT o TOCH BAS X E2TH
AU o8 S P IR TR RIS B TRRTHTAE

H rareHely €008 L s

liprs: mwgansn colin ma cappeTrsias, mafte E

Apestriest, Tl BB T PIEBTE M Bood FIB I T

FATHIAR CR T

DOecTpyHTMBHBIA HOHTEHT
8

e BOmAEe B ONECH bl SooEUmCILE,
TOONE BRI TAPR A CYaeisd, rantnt A
IRCTREV 3N

1
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Cnpasouno:

Cnocobwl kubepnpecmynjieHuli 8 OMHoOUeHUU oemeti U HOOPOCMKOB:

«becniammuvle’ RNOOAPKU U  PO3bIZPBIUU, KO20d pebeHKY O/
NOJIYUeHUss 8blucpblia npediazaemcss nepeumu no Ccoblike U 68ecmu
niamedicHvle U umvle OamHvle e2o pooumeneu. OCHOBHAs yelb — YKpACMb
OaHHble OAHKOBCKUX KAPM UIU YYemHbIX 3anucell;

«@peiikosvley 3anpocel om Opy3eil, Ko20a C UCHOJb308AHUEM
8310MAHHO20 aKKaynma opyea pebeHKa Hnpocsam nomoysb (nepegecmu
OeHedcHble cpedcmaa), a pebeHoK, JHcenas NoMoub, MONCEM He YCOMHUMbCA
8 TUUHOCTNU NPOCAWE20;

«CPYMUHZ)», KO20A 83DOCTbLI 310YMbIUIEHHUK NOO 8UOOM CEEPCMHUKA
emupaemcsi 8 0ogepue K peOEeHKy 6 coycemsax Uiu uepax, NnoCmeneHHo
gvigeovigaem JIUYHYI0O UHGOpMayulo, MAHUNYIUPYEn, B8bi3bl8den Y)8CmeEo
ouzocmu, a 3amem MOJCem BbINPAUEAMb UHMUMHbIE (hOmo/8udeo unu
HA3HAYAMb JUYHYIO 6CMpPeYy, YUMo MOJCem NpUBecmu K COBEPUIEHUIO 8
OMHOWeEeHUU pebeHKa OelicmBUll CeKCyalbHo20 Xapakmepa, Komopbvle
PebeHOK 6 CUTY 803pACA He MOdiCem OYeHUBAMb, KAK COYUANbHO-3HAYUMDbLE,
cuumas npoucxoosujee uepotl;

«cekcmopuieny, K020a NpecmynHuK, NOoay4u8 UHMUMHblE hOmo uu
8u0e0 (00OpPOBOILHO OMNPABIEHHbIE PEDEHKOM UL Yepe3 B3710M Kamepbvl),
HauuHaem Wanmanxicupo8ams pebeHKd, bLMo2ds KaKk Mamepuaivhvle oiaza,
Max u yciyay, 8 mom ducjie CexcyaibHo20 Xapakmepa,

KubepOyanune (unu mpaeis), Ko2oa co30aomces 2pynnvl U naOIUKU 01
Hacmeuwlex, YHU3UMENbHbIX KOMMEHmMapues, Omnpasisiomcs y2po3bl 6 TUUHbIX
Cc00OWeHUsAX, 4moObl NPUUUHUMb DPeOeHKY NCUXO0N02UYecKylo 0O0ab, 4mo
HepeoKo MOdCem 3aKOHUUMCS Oenpeccueli uiu 0axce camoyouticmeom,

60g/leyeHUe 6  ONACHbBlE  COOOUWEECMBA,  NPONALAHOUpYIOUUe
oenpeccusHvle meyeHus, Cyuyuod, aHOPeKCuio, HACUIue Ui dKCMpeMusm,
KOmopble NnpenooHOCAmMcs pebeHKY KaK 4mo-mo «MOOHOe», «Kpymoe» U
«3anpemuoey.

Cnaiig 10.

4 KNIOYEBbLIX NMPABMNA BE3OMACHOCTH
B CETU AETEW M NOAPOCTKOB

Ypauu auyHoe B TakHe ¥
He nigfrmicyih aapes, LWHONY, FEOMETHM, SaHHbIE TOHYMEHTOR M
NAaHbI CEfbH.

Moamin anrsputs o CTOM-CRPOCH-FACCKARM

I CTON, ecnn ute-ro vacTopasueaet. CNPOCH y poaurensd, |
acnw HenoHATHO. PACCHANM sapotrnim o nobol yrpoae E -
WitM GMckomiopTe.

~ Howrpoawpyd kpyr oBwenma |
Y DobGaEml 6 4py3ea TORBHD TEX, KOTO IHS1LE HRUHE.
HacTpoR NpsaaTHOCTE NpRodiad. 'k

. BrAapsiad KPHTHMECHOS MERLNEHRE
L He nepedoam N CoMHATERbHBIM CChlAKEM, HE Bepb CRMLUIKONM
CELETTTHBEM % TR E MR,

BaxxHo Hayuuth geteil 1u(ppoBOH TPaMOTHOCTH M KPUTHUYECKOMY
MbIIUIEHNIO. VUM Hy)XHO noHumarb, yto HMHTEpHeT — 3TO OTpaKeHHe
peaJibHOr0 MUpa: B HEM eCTh M XOpOLlUHe, M IUIOXHE JIIOAHU, U NpPaBuJia
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0€e30I1aCHOCTH 3/1eCh TaK K€ Ba’KHbl, KaK U Ha yauue. He s3xoHOMBTE Ha
BpPEMEHHU, Yalle U 0O0JIbIIE pa3roBapuBaiiTe co CBOMMH JEThMU!

Taxxe B 3aIIMTE OT MPECTYIMHBIX MOCITATEILCTB, B MHPOPMUPOBAHUU U
JONOJIHUTEJILHOM BHUMAaHUU HYKIAIOTCS U JIFOJU ITOXKUIIOTO BO3pacTa.

fkkx

3a mocnegHee BpeMs B peCHyOJIMKE MPOW3ONUIM 3HAUYUTEIbHBIC
MO3UTHUBHBIE CABUTH: YAAIOCh OOUIMMHU YCHUIUSMH MEPEIOMUTH TEHACHIUIO
pocTta 4ymcia KUOEpHpecTyIUIEHWH, 3aMETHO BBIPOC YPOBEHb LHPPOBOM
3aIUTHI, JEMOHCTPUPYET OIMEPATUBHOCTh W QJANTHBHOCTh K TEKYIIUM
BBI30BaM 0€JIOpyCCKOE 3aKOHOAATEIbCTBO B 001acTH KHOEpOE30MacHOCTH H
np. [IpumedaTenbHO, YTO HAIIl OMBIT OOPHOBI C KHOEPIIPECTYTHUKAMU aKTUBHO
MPUMEHSIOT B APYTUX CTPAHAX.

Kak ormetun Ilpe3uaent Pecnybsukn Benapyces A.l.JlykameHko,
«abdCcoNOmHyl0 3auwiumy oOm Kubepamax He 2apanmupyem HU O0O0HA
cucmema 3auiumol, HO Mbl O00JIHCHb MUHUMUIUPOBANb PUCKUY». ITOTO
BO3MOXKHO JOOWUTHCS, KOTJIAa KaXAbld YYaCTHUK HH(POPMAIMOHHBIX
OTHOILIEHUW, Kaaas opraHusanus OyIyT OTBETCTBEHHO TOAXOJHUTH K
BBIMIOJTHEHUIO TpeOOBaHUN 10 KHOEPOE30MacHOCTH, a KaXJIblM YEIOBEK
OPOSBUT OJUTENBHOCTh W BHHUMATEJIBHOCTh B CIlydae CHUTyallld C
MOITICHHUKAMU.

Cmanpg 11.

Pogmranm, Hay e qered MNpaesena Beparure axayHTL
NOABSNEATECA HHTE{HaToM GesanacHOrS Noss §aHWa oT ahepreroe!
npaau/isks

AKAOEMHA YTIRABNEHHS

NPH NPE3MOEHTE
FECITYENMEM BEAARYTL




